AKTYAJIbHI MUTAHHYA
V’ EKOHOMIYHUX HAYK

®dinaHcHu, 0aHKIBCbKA CIIPaBa, CTPAXyBaHHs Ta (GOHI0BUIT PUHOK
UDC 631.15:330.131.7:338.43
DOI https://doi.org/10.5281/zenodo.20457128

Ensuring the security of the banking system on the basis of innovative

metaspace technologies

Svitlana Kushnir,

Doctor of Economic Sciences, Professor, Professor of the Department of Finance,
Accounting and Taxation, Dmytro Motorny1 Tavria State Agrotechnological
University, 66 Universytetska St, Zaporizhzhia, 69011, Ukraine
https://orcid.org/0000-0002-1410-1887

Liudmyla Sakhno,

Candidate of Economic Sciences, Associate Professor, Associate Professor of the
Department of Finance, Accounting and Taxation, Dmytro Motornyi Tavria State
Agrotechnological University, 66 Universytetska St, Zaporizhzhia, 69011, Ukraine
https://orcid.org/0000-0003-0339-3404

Serhii Kostornoi,

Candidate of Economic Sciences, Associate Professor, Associate Professor of the
Department of Finance, Accounting and Taxation, Dmytro Motornyi Tavria State
Agrotechnological University, 66 Universytetska St, Zaporizhzhia, 69011, Ukraine
https://orcid.org/0000-0003-0477-636X

Accepted: 18.05.2026 | Published: 30.05.2026

https://a-economics.com.ua/index.php/home/about ISSN 3041-2129

YBech KOHTEHT JlilieH30BaHo 3a ymoBaMmu Creative Commons BY 4.0 International license


https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0002-1410-1887
https://orcid.org/0000-0003-0339-3404
https://orcid.org/0000-0003-0477-636X

AKTYAJIbHI MUTAHHYA
V’ EKOHOMIYHUX HAYK

Abstract. The article reveals scientific and applied aspects of ensuring the
security of the banking system based on innovative metaspace technologies. Modern
trends in the development of the banking system in the context of the active imple-
mentation of Blockchain technologies, Big Data and digital financial platforms are
studied. It is established that the rapid spread of digital banking services, VR/AR
technologies and decentralized financial systems is accompanied by increased cyber
risks, an increase in the number of digital frauds, data leaks and threats to the infor-
mation security of banking institutions. The need to form a comprehensive system
for protecting banking infrastructure based on modern metaspace technologies is
substantiated. The purpose of the article is to study the strategic directions of en-
suring the security of the banking system based on innovative metaspace technolo-
gies and to determine the impact of modern cyber threats on the functioning of fi-
nancial institutions in the process of integrating Blockchain and Al technologies into
banking activities. Particular attention is paid to the use of Blockchain technologies
to ensure the transparency of financial transactions and monitor cyber risks, protect
digital infrastructure and smart contracts to minimize the risks of financial fraud.
The research methods are based on the use of a systematic approach to assessing
the security of the banking system, methods of comparative analysis, statistical gen-
eralization, economic modeling and graphic visualization of research results. To as-
sess the trends in the development of digital banking and the level of cyber threats,
methods of dynamic analysis of statistical indicators were used. The results of the
study showed that during 2020-2024, there was a significant increase in the volume
of digital banking transactions due to the activation of the metaspace platform in the
banking system. It was found that the increase in the level of digitalization of the
banking system is accompanied by a simultaneous increase in the number of cyber
incidents, phishing attacks, software-on-demand threats and cases of compromise of
digital assets. It was proven that traditional banking infrastructure protection systems
do not provide a sufficient level of security. At the same time, it was determined that
in the context of the development of innovative metaspace technologies, as a
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decentralized financial platform, Blockchain, Al, secure cloud services and bio-
metric identifiers are being integrated into the banking system in order to increase
the level of protection of financial transactions, ensure the transparency of digital
transactions and minimize the risks of unauthorized access to banking transactions.
A strategy for ensuring the security of the banking system based on innovative
metaspace technologies is proposed, which involves the formation of a multi-level
cyber protection system, the development of the digital infrastructure of banks, the
implementation of Al-risk monitoring and the adaptation of regulatory policy to the
conditions of metaspace development. The conclusions show that the use of inno-
vative metaspace technologies in the banking system security system contributes to
increasing its cyber resilience by reducing the level of digital risks and ensuring the
stability of banking activities in the conditions of digitalization of the economy. The
implementation of the proposed strategy will allow to ensure effective protection of
banking data, minimize financial losses from cyber threats and increase the level of
customer trust in digital banking services. Further research should be directed at the
development of adaptive models of cyber risk management, improving mechanisms
for regulating the financial platform of metaspace and forming international stand-
ards for digital security of the banking system.

Keywords: banking system, metaspace, Blockchain, cybersecurity, cyber

threats, cyber incidents, digitalization, financial security.
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AHoTamisg. Y CTaTTi pO3KPUTO HAYKOBI Ta MPHUKIIA/IHI ACTIEKTH 3a0€3MeYeHHS
Oe3nekn OaHKIBCHKOI CHCTEeMHM Ha 3acajax I1HHOBAIlIMHUX  TEXHOJIOTIN
Metanpoctopy. JocnimkeHo cydacHi TeHACHIII pO3BUTKY OaHKIBCHKOI CUCTEMU B
yMOBax akTUBHOTO BipoBamxkeHHs: Blockchain-rexnomnoriii, Big Data ta nudposux
¢dinancoBux mnatdopM. BcTaHOBIEHO, MO CTpPIMKE MOMIUMPEHHS U(POBUX
OaHKiBCbKUX cepBiciB, VR/AR-TexHonorii Ta aeneHTpali3oBaHuX (HiHAHCOBUX
CUCTEM CYMNPOBOJKYETHCA TMOCHICHHSIM KIOEPPU3UKIB, 3POCTAHHAM KIUIBKOCTI
nu@poBUX IIAXpailCTB, BUTOKIB JaHUX Ta 3arpo3 iHdopmaliiHiii Oe3mneri
O0aHKIBCbKUX ycTaHOB. OOIpyHTOBAaHO HEOOXIJHICTh (POPMYBaHHS KOMILIEKCHOI
CUCTEMH 3aXHUCTy OaHKIBCHKOI 1H(PPACTPYKTYpHU HAa OCHOBI CyYaCHHMX TEXHOJIOTIH
Metanpoctopy. MeTow CcTaTTi € JOCHIIPKEHHS CTPATEeTIYHUX HaNpsSMiB
3abe3reueHHs 0e3neKky 0aHKIBChKOI CUCTEMH Ha 3acajiaX 1IHHOBAIMHUX TEXHOJIOT1H
METaIPOCTOPY Ta BU3HAUYECHHS BIUIMBY Cy4acHUX KiOep3arpo3 Ha (yHKLIOHYBaHHS
(diHaHCOBUX ycTaHOB Y nportieci inTerpailii Blockchain, Al Texnosnoriii y 0aHKIBChKY
nisnbHICTh. Oco0NMBY yBary mnpuiiieHo 3actocyBaHHi0 Blockchain -texnosnoriii
uisi  3a0e3MeueHHs] MpPo30poCcTi  (PIHAHCOBUX  Omepaliii Ta MOHITOPUHTY
KiOeppHU3UKIB, 3axucTy HUPPOBOi I1HOPACTPYKTYpU Ta CMapT-KOHTPAKIB s
MiHIM13a1li pu3uKiB PiHaHCOBOrO maxpaiicTBa. MeToam XoCTaigkeHHsA 0a3yI0ThCs
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Ha BHUKOPUCTaHHI CHUCTEMHOIO MIAXOJy 10 OLIHIOBaHHS Oe3leKu OaHKIBCHKOI
CUCTEMH, METO/IB TMOPIBHSUIBHOTO aHalli3y, CTaTUCTUYHOIO Yy3araJbHEHHS,
€KOHOMIYHOT'0 MOJIEJIFOBaHH Ta TpadiyHOi Bi3yaui3alii pe3yJbTaTiB JOCTIIKEHHS.
JInst OUIHKK TEHAEHIIM PO3BUTKY HUGPOBOTO OAHKIHTY Ta pIBHS KiOep3arpos
BUKOPUCTAHO METOJAM JIMHAMIYHOTO aHali3y CTAaTUCTUYHUX IOKa3HUKIB.
PesynbratH mochaimakeHHss 3acBimuuiu, mo npotsarom  2020-2024  pp.
CIIOCTEPITAJIOCS CYTTEBE 3POCTAaHHS O0CATIB HU(PPOBUX OaHKIBCHKHX oOmepalii
yepe3 akTHWBI3aIilo mIaThopMu METanpocTopy y OaHKIBCBKIA cHCTEMI.
BcranoBneno, 1o 30uIblIeHHS piBHS 1udpoBizalili O0aHKIBCHKOI CHUCTEMHU
CYHPOBOJIXKYETHCS OJTHOYACHUM IM1IBUIIEHHAM KUTbKOCT1 KIOEPIHITUAEHTIB, (DilIiHT-
aTak, 3arpo3 mporpamMHe 3a0e3ledeHHs Ha BMMOry Ta BHIIAJKIB KOMIIpOMeTaIlii
uu@poBux akTUBIB. [[oBelleHO, 10 TPaAMIIAHI CUCTEMH 3aXHUCTy OaHKIBCHKOI
iHppacTpykTypu He 3a0e3meuyroTh JIOCTaTHhOTO pPiBHS Oe3neku. BomHouac
BH3HAYEHO, 1[0 B YMOBAax PO3BUTKY 1HHOBAI[IMHUX TE€XHOJIOT1A METAmpoCTOpy, SIK
JeleHTpanizoBaHoi gpiHaHcoBoi muaTdopmu 31iMcHIOEThCs 1HTerpaiis Blockchain,
Al, Oe3MeYHUX xXMapHUX CepBiciB Ta Giomerpuunux imeHTH(ikartopiB Y OaHKIBCHKY
CUCTEMY 3aJiJis MIJBUIICHHS PiBHA 3aXUCTy (DIHAHCOBUX TpaH3aKIlii, 3a0€3MeunTU
Mpo30pocTi MUPOBUX oOmepalii Ta MiHIMI3aIll PU3UKIB HECAHKI[IOHOBAHOTO
JOCTymy 10 OaHKIBCBKHX OIepalliid. 3amporoHOBAaHO CTPATErii0 3a0e3MeyYeHHS
Oe3nekn OaHKIBCHKOI CHCTEMHM Ha 3acajax I1HHOBAIlIMHUX  TEXHOJIOTIN
METanpocTopy, ska mnepeadadae (¢GopMmyBaHHS OaratopiBHEBOiI  CHCTEMU
KiOep3axucTy, po3BUTOK IU(PpoBoi iHDpacTpykTypu OaHKiB, BrpoBajkeHHS Al-
MOHITOPUHTY PHU3HMKIB Ta aJanTalil0 PEryJSITOPHOI MOJITUKH 10 YMOB PO3BUTKY
MeTanpocTopy. BUCHOBKH CBiT4aTh, 1[0 BUKOPUCTAHHS IHHOBAI[IMHUX TEXHOIOT1H
METaNnpoCTOPY y CUCTeMi 3a0e3rnedeHHs Oe3neku OaHKIBChKOI CHCTEMHU CIIpUsIE
MIJIBUIIEHHIO 11 KIOEPCTIMKOCTI NUISIXOM 3HUKEHHS PiBHA HU(PPOBUX PU3UKIB Ta
3a0e3MeueHHs] CTa0lIbHOCTI OaHKIBCHKOI MAISTIBHOCTI B yMOBax HudpoBizalli
€KOHOMIKU. Peamizamis 3amponoHOBAaHOI cTpaTerii  J03BOJUTH 3a0€3MeUYUTH
e(heKTUBHUN 3axUCT OAHKIBCHKUX JIaHMX, MIHIMI3yBaTu (IHAHCOBI BTpaTH BIJ
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Kibep3arpo3 Ta MIABUIIUTH PIBEHb JIOBIPU KIIEHTIB 10 HUPPOBUX OAHKIBCHKHUX
cepaiciB. [loganpi 1ocHiKEeHHS JOIIBHO COPSIMYBAaTH HAa PO3pOOKY aIaliTUBHUX
Mojiesiell ynpaBlliHHS KiOeppU3HKaMH, YAOCKOHAJIECHHS MEXaHI3MIB PETyJIIOBaHHS
(diHaHCOBOT TIATHOPMHU METAMIPOCTOPY Ta POPMYBaHHS MIKHAPOJHUX CTaHAAPTIB
urdpoBoi Oe3neku 6aHKIBCbKOI CUCTEMU.

KawuoBi ciaoBa: 0OaHkiBCbka cHucTeMa, MertanpocTip, Blockchain,

kibepOe3neka, kidep3arpo3u, KibepiHuuaeHTH, nudposizailis, piHaHCOBa Oe3mneKa.

Formulation of the problem. The current stage of development of the bank-
ing system is characterized by the active digitalization of financial services, the in-
tegration of artificial intelligence technologies, Blockchain, Big Data, cloud services
and metaspace into banking processes. The formation of metaspace as a new envi-
ronment of financial interaction creates not only additional opportunities for the de-
velopment of banking institutions, but also generates new cyber risks associated with
data leakage, digital fraud, manipulation of digital assets, violation of confidentiality
and insufficient level of protection of financial information. In these conditions, the
issue of forming an effective system for ensuring the security of the banking system
on the basis of innovative metaspace technologies becomes particularly relevant.

In the context of global digital transformation, the banking sector is forced to
adapt to new formats of interaction with customers through VR/AR platforms, digi-
tal avatars, smart contracts and decentralized financial services. At the same time,
the lack of comprehensive mechanisms for regulating metaspace, an insufficient
level of cyber protection, and the rapid growth of digital financial transactions in-
crease the systemic risks of the functioning of the banking system, which necessi-
tates the development of a modern strategy for ensuring the security of the banking
system using innovative metaspace technologies.

Analysis of recent research and publications. The issue of digital security
of the banking system and metaspace has been studied by many scholars. D. Tapscott
and A. Tapscott substantiated the role of Blockchain in the transformation of the
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banking sector and increasing the transparency of banking operations [16]. F. Mish-
kin identified the key risks of digitalization of banking services and the need to mod-
ernize financial security systems [9]. Y. Wang, Z. Su, N. Zhang and other research-
ers analyzed the architecture of the metaverse and identified the main threats to cy-
bersecurity and data privacy [17]. K. Nguyen, D. Hoang, D. Nguyen developed the
Blockchain framework MetaChain to protect metaspace platforms [12]. V. Ahsani,
A. Rahimi, M. Letafati proved the importance of integrating edge computing and
Blockchain for the secure functioning of metaspace [1]. P. Radanliev substantiated
the concept of integrated cybersecurity for metaspace systems based on Blockchain
and cloud computing [13]. A.-S. Gogi identified the role of tokenization and Block-
chain in the transformation of banking infrastructure [5]. A. Manta and C. Hercescu
explored the prospects for the development of MetaFi and digital banks in metaspace
[7]. H. Sallegudin, N. Bahar and other scientists revealed socio-technical barriers to
the implementation of banking metaspace [14]. F. Jindre and G. Ibarra proved the
effectiveness of using Blockchain to combat financial fraud [4]. K. Manzur, U. Noor,
Z. Rashid proposed an NFT-oriented security system for a metaspace platform [8].
F. Pradana and T. Dipsatara substantiated the role of smart contracts in minimizing
systemic banking risks [13]. V. Liang, Y. Liu and other authors identified the prob-
lems of transaction confidentiality in Blockchain [6]. S. Akadiri and O. Ozkan in-
vestigated the relationship between cybersecurity, FinTech and the metaverse indus-
try [2]. A. Faccia, N. Mosteanu substantiated the risks of electronic money launder-
ing in FinTech systems [3]. Y. Zhang and H. Xu developed mechanisms for protect-
ing the confidentiality of digital transactions [18]. B. Susanto, M. Masrek proved the
effectiveness of smart contracts in financial services [15].

Identification of unresolved parts of the problem. Despite a significant
amount of scientific research, the issues of forming a comprehensive strategy for
ensuring the security of the banking system in the context of the integration of inno-
vative metaspace technologies into digital financial platforms remain insufficiently
developed. Cyber risk management mechanisms, adaptation of regulatory policy,
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and the formation of a multi-level system for protecting digital banking assets re-
quire further research.

Formation of research objectives. The purpose of the article is to substantiate
the strategic directions of ensuring the security of the banking system based on in-
novative metaspace technologies.

To achieve the set goal, the following research tasks were defined:

- to investigate current trends in the digitalization of the banking system;

- to analyze the dynamics of cyber risks in the banking sector;

- to develop a strategy for ensuring the security of the banking system based
on metaspace technologies;

- to propose mechanisms for implementing the strategy..

Presentation of the main research material. The development of innovative
metaspace technologies and digital financial platforms is shaping a new model for the
functioning of the banking system. Banks are increasingly implementing VR/AR ser-
vices, digital offices, NFT tools, biometric identifiers, Blockchain solutions, and a risk
management process automation system. At the same time, the growth of digital ac-
tivity is accompanied by an increase in the number of cyberattacks, financial fraud,
and attempts to gain unauthorized access to banking systems.

In 2020-2024, there was a significant increase in the volume of digital banking
transactions, which was a consequence of the COVID-19 pandemic, the active de-
velopment of FinTech, and the transition to remote banking. In parallel, there was
an increase in bank spending on cybersecurity and modernization of digital infra-

structure (Table 1).

Table 1
Dynamics of digital banking transactions in the world in 2020-2024

Year Digital Transaction Growth Rate, %
Volume, trillion USD

2020 6,8 —

2021 8,2 20,6
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2022 9,7 18,3
2023 11,5 18,6
2024 13,4 16,5

Source: constructed based on data from [10; 11]

Analysis of the data in Table 1 indicates a stable growth in the volume of
digital banking transactions. In 2024, compared to 2020, their volume increased by
almost 2.0 times, which confirms the high level of digitalization of the banking sys-
tem.

The data in Table 2 demonstrate that Ukrainian banks are actively investing
in cyber defense systems, Blockchain analytics, AI monitoring, and cloud security.

In 2024, cybersecurity spending increased by 77.1% compared to 2020.

Table 2
Dynamics of spending by Ukrainian banks on cybersecurity in 2020-2024
Year Cybersecurity spending, o
billion USD Growth Rate, %

2020 48 —

2021 56 16,7

2022 64 14,3

2023 73 14,1

2024 85 16,4

Source: constructed based on data from [10; 11]

The results of the analysis of Table 3 indicate a constant increase in the num-
ber of cyber incidents in the banking sector. The main threats remain phishing at-
tacks, software-on-demand risks, digital asset compromise, and fraudulent transac-

tions in the space platform.

Table 3
Number of cyber incidents in the banking sector in 2020-2024
Year Number of cyber incidents, Growth Rate, %
thousand

2020 112 —

2021 129 15,2

2022 148 14,7

2023 171 15,5

2024 196 14,6

Source: constructed based on data from [10; 11]
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In order to minimize risks, a strategy for ensuring the security of the banking
system based on innovative metaspace technologies is proposed (Fig. 1).

The proposed strategy involves the integration of innovative metaspace tech-
nologies (Blockchain, Al, cloud services, Big Data, and VR/AR technologies) into
the banking security system, which are capable of increasing the level of protection
of financial transactions, minimizing digital risks, and strengthening the resilience

of the banking system.

BANKING SYSTEM SECURITY STRATEGY

STRATEGIC DIRECTIONS
J L J L [ J L
Blockchain Cloud services VR/AR Banking Smart contracts
security
4 L 4 L 4 L 4 L
Al-MoHITOpUHT Al analytics Big Data Protection Metabanking
N— 7
4 L

CYBER RESILIENCE OF THE BANKING SYSTEM

Figure 1. Strategy for ensuring the security of the banking system based on
innovative metaspace technologies

Source: developed by the authors

To implement the strategy, it is advisable to use a complex of organizational,

technological, financial and regulatory mechanisms (Fig. 2).
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MECHANISMS FOR IMPLEMENTING THE STRATEGY FOR ENSURING
I— THE SECURITY OF THE BANKING SYSTEM ON THE METASPACE PLAT- —I

Organizational Technological Financial Regulatory
4 L 4 L 4 L 4 L
Cyber risk Blockchain Investments in Regulatory
management Security without cyber defense regulation
trust
Al analytics
N—_ 7
4 L

IMPROVING THE SECURITY OF THE BANKING

Figure 2. Mechanisms for implementing the security strategy of the banking
system on the metaspace platform

Source: developed by the authors

Organizational mechanisms should include the creation of cyber risk moni-
toring centers, the formation of a digital audit system and the training of cybersecu-
rity specialists. Technological mechanisms should be based on the use of Block-
chain, Al analytics, biometric identifiers and trustless security systems. Financial
mechanisms include investments in the modernization of the digital infrastructure of
banks. Regulatory mechanisms should ensure the adaptation of legislation to the
conditions for the development of digital assets on the metaspace platform.

Conclusions. The study found that the development of metaspace and digital
financial technologies is significantly transforming the banking system, creating
new challenges in the field of cybersecurity. The growth of digital transactions, the
active use of Blockchain, Al-analytics and metaspace platforms is accompanied by
an increase in the level of cyber risks and requires the formation of a comprehensive
system for protecting banking infrastructure. The feasibility of implementing a strat-
egy for ensuring the security of the banking system based on innovative metaspace
technologies, which involves the integration of Blockchain, cloud services, Big Data
and VR/AR solutions into the banking protection system, is substantiated. The im-

plementation of the proposed mechanisms will contribute to increasing the cyber
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resilience of the banking system, minimizing digital threats and ensuring the stability

of the financial sector.
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